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1 Overview

1.1 Application and function description

The REX 300 is intended to be used as an Ethernet router for
the remote maintenance of S7-300 and $7-400 systems. It has
an integrated MPI/DP interface. This MPI/DP interface supports
MPI and PROFIBUS with up to 12 Mbps. The REX 300 enables
remote servicing of the S7 systems via the Internet. Depending
on the available connection to the Internet, the REX 300 is
obtainable with various integrated modems or integrated
interfaces. It can establish the Internet connection via an
analog, ISDN, or GPRS/EDGE modem. Moreover, an external
DSL modem can be connected to the REX 300 devices with a
WAN interface to provide an Internet connection. The WAN
interface can also be used for existing Internet connections.
Existing Internet connections are Internet connections
provided by a server or a gateway.

This document is intended as a supplement to the “REX 300"
Quickstart Guide.

It is intended to help the user set up the desired connection
step by step.

I 1.2 Information in the figures

Please pay attention to In the printed figures, important settings and notes for the user
the information in the are highlighted red.
figures
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2 Overview of the Web interface
The following text provides an overview of the Web interface
integrated in the REX 300.

2.1 Menu structure

The web user interface of the REX 300, is divided into a main
menu on the left and a submenu at the top of your browser
window. The following Figure 2-1 shows the menu structure.

Upper navigation

General system
bar i

inforr

Language EE:h w

Welcome helmhaolz | Site Hap | Wicards | Halp | Reboot

compatible with you

s | Cartificates_Logging Impor/Export

¥ system Information

System
Unittype T00-872-EDGOL
Serialnumber ROOOOTE0S

Firmware
version

Hostname REX300

Lateral navigation 2.0.2 -+ 2009-11-04-05:32:30

bar

Network
Intarface Cable 1P HMAL
LAN O 192.168.4.179 00:06:71:19:1€:70
WAN (] 00:06:71:19:18:24
Intarnat-Connection Activa 1P local 1P remate
Internet (]
HModem-Connection  Active 1P local 1P remate
User: Q@

Serial
Interface RS-Typ Driver Port

Flg 2-1: Menu structure MPI/PROFIBUS MPI/PROFIBUS MPL/PROFIBUS m

2.2 Menu overview

The following figures show the menus available to you in the

REX 300. The submenus of the main menus System, Network,
Interfaces, Security Settings, and VPN are explained. The main
menu Status with its various submenus is for error diagnostics
and is self-explanatory.
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System menu:

[Info Setlings WEB Users  Certificates Logging Impaort/Export Firmware

L

Network menu:

WAN Modem Internet DHCP  DNS Server Hosts  DynDNS |

e

Interfaces menu:

[ MPI/PROFIBUS ]

REX 300 Application Examples



Security settings menu:

Flrewall General WAN >LAN LAN>WAN Forwarding

JIE

VPN menu:

[ IPSec PPTP  OpenVPN

.
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3 Active Internet connection scenarios

The steps explained in this manual are all performed manually.
Configuration of the LAN, Internet, and VPN connection is also
possible using the wizard integrated into the web interface.

The following steps must be performed in the sequence described:

3.1 Internet connection via analog/ISDN/EDGE modem

This section explains the connection with the Internet via the
various modems.

The prerequisite of the Internet connections show is an analog or
ISDN phone line (Fig. 3-1-1), or a SIM card with enabled data
service for GPRS connections (Fig. 3-1-2).

3.1.1 Internet connection via an analog modem

Fig. 3-1-1: Internet via
analog or ISDN line

Analog/ISDN

Step-by-step instructions:

1. Itis first necessary to connect the device to an analog phone
line. The analog phone line is connected via the RJ socket
under the front hatch.

Fig. 3-1-2: Modem
socket on the REX 300

2. Now it is necessary to communicate to the device via the
web interface to inform it how the Internet connection will
be established.

3.  To establish the Internet connection via an analog phone
line, it is necessary to enter an Internet-by-call provider in

10 REX 300 Application Examples



Fig. 3-1-3: Settings on

the Modem tab

the device. This is entered under menu item Network >
Modem.

4.  Under this menu item, it is important to enter the phone
number of the Internet-by-call provider, the user names,
and the password. This data is usually found on the web site
of the provider.

h I . Langnage|Eng|i5h [ll

compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
e
System LAN WAM Modem Internet DHCP DNS Server Hosts DynDNS

Network

Ports ﬁ Modem Configuration

Security
VBN Modem Settings
Status

Modem ANALOG
Type

Modem
Init [EGCI=FD |

Modem

Init 2 |

Outgeing | Incoming I Call Back

hone
Mumber

(Llser [egal

G‘*assword m

[0. 015193384

)
)
)]

Authentication
via PAP

Authentication
via CHAP

Timeout

Dialout (200 |

H Save Changes
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5. Now, because the modem is configured, settings still have to
be entered under menu item Network > Internet. Here, it is
possible to set that the Internet connection will be be
established via the modem. It is also possible to define when
the Internet connection will be established. In this example,
it is possible to activate call-back by the device to establish
the Internet connection. This is done with the dial-out key
or by a call on the device. If call-back is activated, the device
hangs up after four ring tones and then dials the stored
Internet-by-call number. (Fig. 3-1-4)

h I - LanguagelEng“sh [V]
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAMN Modem Internet DHCP DNS Server Hosts DynDNS
Hetwork
Ports 0 Internet Configuration
Security
VPN Internet Settings
Shatus Internet

(Connectiun [ Intemet via Modem [v])
H Save Changes
Connection
Gﬂode | on demand [v])
broadcast
IP-Adress
via email
email [max.mustermann@muster.de |
H Save Changes
Settings |
Connect
on traffic
Connect
on
"Dial-0Out"
close
connection
after (200
inactivity
of [=]
Fig. 3-1-4: Settings on
8 g H Save Changes
the Internet tab

6. How the device is accessed from the Internet is explained in
a general explanation in Section 5.
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Fig. 3-1-2: Internet with
SIM card via GSM

(GPRS/EDGE)

3.1.2 Internet connection via EDGE Modem

Step-by-step instructions:

GPRS/EDGE

) ()

1.  First of all, it is necessary to fit the device with a SIM card on
which a data service is enabled.

The providers supported by the integrated wizard are T-

Mobile, Vodafone, Eplus, and O2. The relevant parameters
can, of course, be set manually. This is done with the setting
“Other provider.” This example explains how the settings are
made for a german T-Mobile card (manually).

Provider dial-in data:

Provider T-Mobile Vodafone EPlus 02
(German)
Phone number | *99***1# *QO***14# *QO***14# *QO***1#
User any blank eplus blank
Password any blank gprs blank
Data also apply | Congstar Milleni.com | BASE Fonic
to: klarmobil PAYBACK Blau

callmobile | smobil MEDION-

REWE Mobile

simply simyo

Tangens uboot

vybemobile
13
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2. If the device is equipped with a SIM card and the web
interface has been opened, it is necessary to enter the
following settings with menu items Network > Modem.
(Fig. 3-1-3)

h l - LangnagelEng"Sh M

compatible with you Waelcome helmholz | Site Map | Wizards | Help | Reboot
|
System LAN WAN Modem Internet DHCP DNS Server Hosts DynDNS

Network

Forts ﬁ Modem Configuration

Security
VPN Modem Settings

Status Modem

Type | GSM

Maodem | |
Init

Modem | |
Init

GSM Provider Settings

Fig. 3-1-3: Settings on (Smpin_| | )>—— Please enter SIM-Pin
the Modem tab ((Brovider |T-mobils [« )———— Please choose Provider

Cutgeing | Incoming | Call Back

hone =
Number [EEE

(U ser legal

T

(Password |uu

Authentication
via PAP

=

Authentication
a via CHAP

[l Q{:ﬁﬁft (00 |
If the provider you want
is not in the list of
providers, set the phone
number, user, and
password manually!
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3. Under menu item System > Internet, you can now define
whether the Internet connection will remain permanently
or only be established when required. The setting “As
required” permits establishment an Internet connection on a
dialed call, for example. That is, if you call the mobile
number of the SIM card, 4 ring tones are allowed to elapse;
the REX 300 then hangs up and dials into the Internet
within 40 seconds.

The Internet connection via modem must remain activated
here. (Fig. 3-1-4)

h l - Language|El‘|g|i5|‘| [V]
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAMN Modem Internet DHCP DNS Server Hosts DynDMNS
Network
Parts “ Internet Configuration
Security
VEN Internet Settings
Status Internet
(Connection |Irdemet vig Modem [V])
H Save Changes
Connection -
Eﬂude | keep connection [V])
Fig. 3-1-4: Settings on broadeast
the Internet tab IP-Adress O
via email
email [ |

H Save Changes

4.  How the device is reached from the Internet is explained in
a general explanation in Section 5.
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Fig. 4-1-1: REX behind
an Internet gateway

16

4 Passive Internet connection scenarios
The following steps must be performed in the sequence described:

For the REX 300, a passive Internet connection is a connection
through a device that provides an Internet connection. The REX
300 uses this Internet connection and therefore does not establish
the connection itself.

A passive Internet can only be used by REX 300s having a WAN
interface.

4.1 REX 300 behind an Internet gateway

This particular case means for the user that relevant settings must
be made in the Internet gateway for a VPN connection to be
established, for example. This refers to port redirections to
internal IP addresses. It is shown below how the settings must be
made in the REX 300 and not in the corresponding Internet
gateway. Only the responsible administrator can usually make the
settings of the Internet gateway.

Internetgateway
+ Firewall

Step-by-step instructions:

1.  Itis necessary for the WAN interface to be able to establish a
connection with the Internet gateway. This connection can,
of course, be routed through multiple switches or hubs.

REX 300 Application Examples



Fig. 4-1-2: Settings on
the WAN tab

Fig. 4-1-3: Settings on
the Internet tab

2. Under menu item Network > WAN, the settings for the
WAN interface must be made. Here, the IP address, subnet
mask, and gateway IP address can be set. Moreover, the
WAN interface can be configured in such a way that the
REX 300 automatically receives the parameters from a DHCP
server. (Fig. 4-1-2)

holz' Languaga | English [w]
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAN Modem Internet DHCP DMS Server Hosts DynDNS
Hetwork -

Ports @ WAN Configuration

Security —

VEN WAN Settings

Status Interface | ROUTES
Interface -
(TH:E [ Static IP lll]
WAN IP n
o [132.158.4.100 _’] |
(netmask [2552552550 ) |

efault 4
@atewav [192.168.4 1 J |
E Save Changes

3. In this example, the Internet gateway has the IP address
192.168.4.1 and the REX 300 has 192.168.4.100.

4.  Configuration of the Internet connection is performed
under menu item Network > Internet and must look as
shown in the figure. Because the REX 300 uses the Internet
connection of another device, the Internet connection type
is “No Internet connection” in this case. (Fig. 4-1-3)

h I - Languagel English [il
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAMN Modem Internet DHCP DNS Server Hosts DynDMNS
Network
Ports 0 Internet Configuration
Security
VPN Internet Settings
Ststus Internet

(Cnnnecticnn [ e Intemetconnection [1]]

H Save Changes
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Fig. 4-2-1: REX 300 with
a public IP address

18

Now, the necessary settings have been made in the REX 300.
Depending on the system implementation, the Internet
gateway or the firewall now has to be configured to establish
a VPN connection. Section 7 explains what port enables
have to be set up for this purpose.

4.2 REX 300 with a public IP address

This connection scenario is similar to the previous scenario. The
difference is that the device uses a public IP address and is not
protected by an additional firewall. It is still protected by the
internal REX 300 firewall.

Internetgateway

Step-by-step instructions:

1.

The WAN interface must be able to establish a connection
with the Internet gateway. This connection can, of course,
be routed through multiple switches or hubs.

Under menu item Network > WAN, the settings for the
WAN interface must be made. Here, the IP address, subnet
mask, and gateway IP address can be set. Moreover, the
WAN interface can be configured in such a way that the
REX 300 automatically receives the parameters from a DHCP
server. (Fig. 4-2-2)
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Fig. 4-2-2: Settings on
the WAN tab

Fig. 4-2-3: Settings on
the Internet tab

ho'z- Languagel English [i]

compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAN Modem Internet DHCP DMNS Server Hosts DynDNS
Network -
Ports @ WAN Configuration
Security —
VBN WAN Settings
Status Interface | ROUTES |
Interface -
[T,H:E [ Static IP [ﬂ]
VAT Y
WAN IP
Address [217.6.86.38 ,I |
(netmask [755755.3550 )] |
Default —
(Gatewa}_ ETEERE ] |
ﬁ Save Changes

3.  The REX 300 can be accessed directly via a public IP address
via the relevant gateway (here: 217.6.86.34) in the Internet
and is not in an internal network.

4.  Configuration of the Internet connection is performed
under menu item Network > Internet and must look as
shown in the figure. Because the REX 300 uses the Internet
connection of another device, the Internet connection type
is “No Internet connection.” (Fig. 4-2-3)

h I - Language|Eng|i5h [i]

compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot

]
System LAN WAMN Modem Internet DHCP DNS Server Hosts DynDMNS
Network
Ports “ Internet Configuration
Security
VBN Internet Settings
Ststus Internet -
[Cl:unnectil:un |n|:: Intemetconnection [i]]

H Save Changes

6. Now, the necessary settings have been made in the REX 300.
Depending on the system implementation, the Internet
gateway now has to be configured to establish a VPN
connection. Section 7 explains what port enables have to be
set up.
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5 Access to the REX 300 via the Internet

For the following functions it is necessary for the REX 300 to have
already established the Internet connection.

5.1 IP address via e-mail

Systeme Helmholz GmbH offers the service of sending e-mails via
a server that is provided free of charge. This free service allows
you to find out the IP address that the REX 300 has obtained from
the Internet Service Provider. The REX 300 sends an e-mail
containing the IP address to the e-mail address you specified via
the server of Systeme Helmholz GmbH.

The necessary settings are preconfigured on delivery. That is, you
do not have to set anything except the e-mail address to which
the e-mail is to be sent. You can set your e-mail address under
menu item Network > Internet for an Internet connection via
modem or WAN.

mnm Languagel English [V]
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
]
System LAN WAN Modem Internet DHCP DMNS Server Hosts DynDNS
Network
Ports 0 Internet Configuration
Security
VEN Internet Settings
Stehe SEFORTIEE, [ Intemet via Modem [+]

Connection

H Save Changes

Connection

Mode |keep connection [V]
broadcast )
[P-Adress

via email

email [andy.schimer@helmholz.de |

H Save Changes

You can also deactivate this automatic e-mail function and use
your own server. You will find this function in the menu System
> Settings > “Activate automatic e-mail settings.” (Fig. 5-1-1)
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Fig. 5-1-1: IP address via
e-mail

Fig. 5-1-2: Manual e-
mail server settings

hoh. Language| English [V]

compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot

System Info Settings WEB Users Certificates Logging Import/Export Firmware
Network

Ports @ System Settings

Security

VEN System Settings

Status

Hostname [REX200 |

Host
Description

[REx300 |

Time Settings

Date
Time Thu Jan 1 00:26:18 UTC 1970
(UTC)

Locale
Date Thu Jan 1 01:26:18 CET 1970
Time

Timezone [ BedinGemany [v]

NTP
Server D

NTP
Server

[0.d= pool.ntp.org

Mail Settings

Activat t ti 1
[M-;ill\.a £ automatic

H Save Changes

A manual setting would look like this. (Fig. 5-1-2)

Mail Settings

Activate automatic Mail

no  [v]

SMTP-Server | |

SMTP-Port [25 |

E-Mail Adresz | |

SMTP reguires O
Authentification

Uzer | |

FPassword | |

The IP address or name of your e-mail server and the e-mail
address of the REX 300 now have to be entered under SMTP
server. If authentication is necessary, a user and password have to
be entered in addition.
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5.2 DNS name resolution

To reach the REX 300 even more simply from the Internet,
Systeme Helmholz GmbH allows you to perform DNS name
resolution using a free service.

That means that the IP address that is assigned to the REX 300 for
an active Internet connection is converted to a permanent name.
The REX 300 can then be reached by this name in the Internet.
The necessary settings are preset in the REX 300. However,
manual settings can also be made to be able to use, for example,
other service providers for this function. You will find the settings
under Network > DynDNS

(Fig. 5-2-1)
Languagel English [V]
mholz"
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAN Modem Internet DHCP DNS Server Hosts DynDNS
Network
Ports &y DynDNS Configuration
Security
WEN Systeme Helmholz DynDNS Service

Status
Get access to the unit via: ROD00OZ805.REX300.my-rex.net

The DNS name is made up of the serialnumber.hostname.my-rex.net.
Change the hostname to get your own name. The serialnumber could not be changed.

Enable System
[D'_mamic DNS }

~

public DynDNS Service
Enable O

Provider |dyndns [v]

User [ |

Password | |

Host | |
MName

Interval | |

[=]

Fig. 5-2-1: DNS service In this example, the REX 300 would be accessible via the name

R0O0007821.REX300.my-rex.net. In the lower part of the display,
manual settings are possible if a public provider is to be used.
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Fig. 6-1-1: Analog point-
to-point connection

6 Point-to-point connections

Point-to-point connections do not usually require security
functions to prevent unwanted access. The firewall is therefore
deactivated in this example. Point-to-point connections limit the
connections option by the modem technology used. That means
that analog modems can only communicate with analog
modems. This rule also applies in the case of ISDN, which means
that the ISDN modems can only communicate with ISDN
modems.

The following steps must be performed in the sequence described:

6.1 Analog direct connection

Via this type of connection, it is possible to access the MPI and
PROFIBUS or LAN interface of the REX 300 independently of a
connection with the Internet. In the following example, a PC
with a modem connection is used as the client.

analog telefon network

analog I . | . analog

socket 1 1 socket
Modem

a
n
a
|
o
9
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Step-by-step instructions:

1.  The integrated modem must be configured to permit PPP
dialing under the menu item Network > Modem.

(Fig. 6-1-2)

h l M Language|Eng|ish [v]
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System LAN WAN Modem Intermnet DHCP DNS Server Hosts DynDNS
Network
Ports B‘ Modem Configuration
Security
VEN Modem Settings
Status

Maodem ANALCG
Type
Fig. 6-1-2: Settings on
] & Hedsm [5E=rD |
the Modem tab
Modem
Init k2 |
Outgoing | Incoming Call Back
Dialin enable
PPP Server
IP-Address [152.168.0.101 |
(here)
Pl [EziEnim |
Dialin e
Authentication |everyUserwrth dialin rights [v]
Authentication
via PAP
Authentication
via CHAP
close
connection
after inactivity (200 |
of [s]
E Save Changes

2. On this page, it is also possible to set whether dial-in is to be
permitted to just a certain user or to all users from the user
list with dial-in rights.

3.  The server-side (REX 300) connection is now parameterized.
To be able to access the REX 300, it is necessary to set up a
data telecommunication connection in your operating
system. You will find a general explanation in Section 6.3.
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Fig. 6-2-1: GSM point-
to-point connection

6.2 GSM direct connection

Via this type of connection, it is possible to access the MPI and
PROFIBUS or LAN interface of the REX 300 independently of a
connection with the Internet. In the following example, a PC
with a modem connection is used as the client. For the PPP
connection with a GSM modem, the CSD client must be enabled
on your SIM card. This special modem service must be activated
with the relevant network provider. The CSD service limits the
transmission rate for direct connections via the GSM network to
9.6 Kbps.

CSD-connections

)) 9,6 kBit/s (()

antenna
tower
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Fig. 6-2-2: Settings on
the Modem tab

26

Step-by-step instructions:

1.

compatible with you

System

Network

Ports

Security

VPN
Status

The integrated modem must be configured to permit PPP
dial-in under menu item Network > Modem. (Fig. 6-2-2)

Language|Eng|ish [1]

Wealcome helmholz | Site Map | Wizards | Help | Reboot

ﬁ Modem Configuration

LAN WAN Modem Internet DHCP DNS Server Hosts DynDNS

Modem Settings

Modem GEM
Type

Modem | |
Init

Modem | |
Init

GSM Provider Settings

SIM Pin 1111
provider [Table 9]

Outgging | Incoming

Dialin enable

PPP Server

Call Back

IP-Address 152.162.0101

(here)

PPF Cllent  [EZisB0in

Dialin

uthentication | eveny User with dialin rights

]

Authentication
via PAP

Authentication
via CHAP

close

connection i

after inactivity
of [s]

On this page, it is also possible to set whether dial-in will be
permitted to just a particular user or to all users with dial-in
rights in the user list (see System > User).

Now the server-side (REX 300) connection is parameterized
and a dial-up connection can be set up in your operating
system. You will find a general explanation in Section 6.3.
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6.3 Setting up a dial-up connection

This Section tells you how to set up a dial-up connection for your
direct connection with the REX 300 under Window XP.

Step-by-step instructions:

1. You must first start the “New Connection Wizard” under Start
> Settings > Control Panel > Network Connection with the
item “Create a new connection.”

2. Now click “Next” in the open window

Hew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect to the Intermet.

* LConnect to a private network, such as your workplace
network.

* Setup a home o zmall office network.,

To continue, click Mest.

[ Mesxt » J[ Cancel

REX 300 Application Examples 27



28

3. In the next step, select “Connect to the network at my
workplace” and then click “Next.”

Mew Connection Wizard
Hetwork Connection Type
What do you want bo do?

() Connect to the Intemnet
Connect to the Internet so you can browsze the Web and read email.

{(*) Connect to the network at my workplace
Connect to a buzsiness network. [using dial-up or ¥PN] o0 you can work, friom home,
a field office, or another location.

() 5et up a home or small office network
Connect to an existing hame or zmall office netwark. or zet up a new ohe.

() 5et up an advanced connection

Connect directly to another computer uzing your senial, parallel, or infrared port, or
zet up thiz computer o that other computers can connect ta it

< Back ” Mext > l[ Cancel

4. In the following window, select the item “Dial-up
connection” and confirm the dialog box with “Next.”

Hew Connection Wizard

Hetwork Connection
How do you want to connect to the network, at wour workplace?

Create the following connection;

(%) Dial-up connection

Connect uzing a modem and a reqular phone ling or an Integrated Services Digital
Hetwork, [IS0M] phone line.

) Wirtual Private Metwork connection

Connect to the network uzsing a wirtual private netwark [WPN] conhection aver the
Intermet,

< Back ” Mext > l[ Cancel
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5.  In the following dialog box, you must select the modem
with which the connection is to be opened and confirm the
dialog box with “Next.”

Mew Connection Wizard

Select a Device
This iz the device that will be uzed to make the connection.

'ou have more than one dial-up device on pour computer,

Select the devices to uze in thiz conhection:

O @ kaodem - Standard 9600 bps Mader [CORMT)
@ Modem - Standard 56000 bps Modem [COMT]

< Back ” Mext > l[ Cancel

6. Now enter a name for your new connection, for example,
“REX 300 Test.”

Mew Connection Wizard
Connection Name
Specify 3 name for thiz connection to pour workplace,

Type a name for thiz connection in the following box.

Compaty Mame

R 300 tesy

For example, you could type the name of pour workplace or the name of a server you
will connect b,

< Back ” Mext > l[ Cancel
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7. Enter the phone number at which the REX 300 can be
reached and confirm the dialog box with “Next.”

Hew Connection Wizard

Phone Humber to Dial
‘what is the phone number you will use to make this connection?

Type the phone number below,

Fhone number;
0,091 357 300567

Yo might need to include a """ or the area code, or both, If pow are not zure
you need the extra nurnbers, dial the phone number on wour telephone, IF pou
hear a modern zound, the number dialed iz comect.

< Back ” Mesxt > l[ Cancel

8.  Click “Finish.” The connection has now been set up.

Hew Connection Wizard

Completing the New Connection
Wizard

)

You have successfully completed the steps needed to
create the following connection;

REX 300 test
* Share with all uzers of this computer

The connection will be saved in the Metwark
Connections folder,

[]&dd a shortcut to this connection ta my desktop

To create the connection and close this wizard, click Finish,

< Back ” Finizh J[ Cancel
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9.  Now you can either open the connection by double-clicking
on an icon on the desktop, if one was placed there, or you
can open the connection by clicking the menu item Start >
Settings > Control Panel > Network Connections.

Uzer name: i| |

Fassword: | |

[ 5ave this user name and passward far the following users:

Me anly

Arwone who uses thiz computer

Dial |0.091357380567 [v]

Dial ] [ Cancel ] ’ Froperties J [ Help ]
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10. In the connection dialog box, you have to enter the user
name and the password that you defined for the relevant
user in the web interface. The factory setting is, for example

User name:

Password:

helmholz

router

x|

helmhald

User name:

[
|
FPazzward: |"""

e anly

Anyone whi uses this computer

[ ]5ave this uzer name and password for the following users:

Dial: |0.051357380567

[v]

Dial ] [ Cancel ] [ Properties J [

Help ]

11. Finally, click the “Dial” button to make the connection.
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7 Troubleshooting

If a problem is not described here and this Getting Started does
not provide any information on how to remedy it, the support
service of Systeme Helmholz GmbH will gladly help you to solve
the problem.

Q: How is a firmware update of the REX 300 performed?

A: The following steps must be performed:

1) Download the latest firmware file from www.helmholz.de
> Download > REX 300 > image.bin

2) Start or install the software TFTP32 from www.helmholz.de
under Download > REX 300 > TFTP32.zip

> Tftpd32 by Ph. Jounin

l=Joed

Current Directorny |C:'\Filmware

j Browze

Server interfaces | 192.168.1.189

v|  ShowDi

Thtp Server l Titp Clignt ] DHCP server | Sypslog server ] Log viewer ]

peer file: start time | progress

Ahout | Settings | Help |

3) Place the image.bin file in a folder of your choice. (in this case:
C:\Firmware) You must specify this folder in the program TFTP32
under TFTP Server in “Current Directory.”

4) Open the web interface of the REX 300 in your browser.
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5) Open the menu item System > Firmware and choose the
upgrade method “Upgrade via netzwerk” and, under TFTP server,
specify the IP address of your computer on which the TFTP
software is started. (Fig. 7-1)

h l . Languagel English [il
compatible with you Welcome helmholz | Site Map | Wizards | Help | Reboot
System Info Settings WEB Users Certificates Logging Import/Export Firmware
Network
Ports ﬁ Firmware Upgrade
Security
VEN Upgrade Method
Status (Upgrade Method| Upgrade via Network [+ )

Upgrade via Network

(TFTP Server [192.168.1.185) |
Imagename

6) With a mouse click on the “Start” button, the message “Do
NOT switch off the device!” is displayed. (Fig. 7-2)

E Firmware Upgrade

1l Don't Switch OFf until upgrade finished 1

Confirm Upgrade via Network

TFTP Server 192.168.1.139
Imagenames image.bin

1l Don't Switch Off until upgrade finished 1!

7) With a further mouse click on the “Start” button, the firmware
update is performed. If the upload of the image.bin file is
complete. The device starts the update mechanism and then
requests that the device is restarted. You can either do that via the
web interface or by disconnecting the power supply.

8) After the device has been restarted, the latest firmware version
will be on the device.
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Q: Which ports have to be enabled or redirected for a passive
Internet connection for OpenVPN in the factory setting?

A: In the relevant firewall, the UDP port 1194 must be enabled or
redirected.

Q: Which ports have to be enabled or redirected for a passive
Internet connection for IPSec?

A: In the relevant firewall, the UDP port 500 must be enabled or
redirected.

Q: Which ports have to be enabled or redirected for a passive
Internet connection for PPTP?

A: In the relevant firewall, the TCP port 1723 must be enabled or
redirected.

Q: Is it possible to establish a VPN test connection with a REX 300
in your company?

A: Yes. You will find the necessary files (OpenVPN configuration
script and Static Key) on www.helmholz.de under Download >

REX 300 > OpenVPN Testverbindung.zip. You will also find a
picture of the configuration there.

REX 300 Application Examples 35


http://www.helmholz.de/�

36

8

List of Sources
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